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CRXUVe DeVcUiSWiRQ

This is a full year course for students in 9th grade and above. It is designed to foster interest in
Information Technology and networking careers. Students taking this course will develop the
knowledge and skills required to identify and explain the basics of computing, IT infrastructure,
applications, software development, database use, and security concepts. This will prepare students
taking this course to take the CompTIA TechÛ (formerly ITFÛ) certification exam.

CRXUVe ObjecWiYeV

● Identify and understand the purpose of computer components

● Understand how to implement the best IT and security practices

● Define and identify basics

● Compare and contrast different connector types

● Compare and contrast operating systems and their functions and features

● Define and identify basic security threats

● Perform proper steps to set up a basic workstation

● Prepare, take and pass the CompTIA TechÛ exam

AVVeVViQg
PeUfRUPaQce

Formative assessment includes worksheets, interactive activities, and quizzes for each lesson.
Summative assessment includes projects and tests for each unit, with a final exam.

Efkidmenj Cohj�Unij
Consumable Material, Reusable Material $0

Classroom set of computers/Chromebooks
$0 if you already have, $500-$600 per device if you need to
purchase

CompTIA Exam $150

FiUVW SePeVWeU

Unit 0: Introduction, Certification & Careers
Course introduction, explanation of certification exams and their
importance in IT, career options

Unit 1: IT Concepts & Technology
Basics of computing, notational systems, units of measure,
troubleshooting methodology

Unit 2: What is Cybersecurity? Why cybersecurity matters and is needed

Unit 3: Applications & Operating Systems
Purpose of operating systems, OS components, purpose and proper use
of software, web browsers, artificial intelligence

Unit 4: Risk, Adversity & Trust Importance of trustworthiness in cyberspace
Unit 5: Cryptology Codes
Unit 6: Software Development Concepts Programming language categories, programming concepts

Unit 7: Hardware & Software Configuration
Internal computing components, storage types, peripheral devices,
input/output devices and interfaces

Unit 8: Threats, Vulnerabilities & Attacks Attacks and threat sources

SecRQd SePeVWeU
Unit 9: Data & Database Fundamentals Value of data and information, database concepts, structures
Unit 10: Data Security Data in cyberspace

Unit 11: Security
Fundamental security concepts and frameworks, best practices,
encryption, wireless network installation

Unit 12: Malware & Digital Forensics Malicious software and digital forensics

Unit 13: Introduction to Networking
Virtualization and cloud technologies, internet service types, networking
concepts, authentication, authorization and accounting

Unit 14: States, Statelessness, Sovereignty &
Cybersecurity

National Security Council, social values and ideologies

Unit 15: Final & TechÛ Certification Prep Exam review and practice certification tests



CYBERSECURITY
Â� M<jIgQ<Yh

I[jIg[Ij <EEIhh� Â�j]�Â E]ZdkjIg khI G<QYs� <[G <EEIhh j] LSU hIgpIgh�

Hagdqage�RekhabYe MajegQaY Rec]ZZe[ded U[Qj C]hj�U[Qj
R<hdDIggs PQ Ä M]GIY BÛ Sj<gjIg KQj � ÂÇ GB ¥C<[<KQj¦ Â dIg Ä�Å hjkGI[jh ¹ÊÊ�ÊÆ

M]khI�KIsD]<gG�M][Qj]gh N]g <j YI<hj Â R<hdDIggs PQ Â ]g Z]gI ¥RPQh E<[ DI
khIG gIZ]jIYs¦

V<gQIh«

7QgIYIhh AEEIhh P]Q[j ¥TP�LQ[X¦ Â dIg EY<hhg]]Z ¹ÃÅ�ÊÊ

A[s <G<djIgh N]g khQ[O IrQhjQ[O hEP]]Y P<gGq<gI ¥N]g
Z][Qj]gh¦�
HDMI�VGA <G<djIg
]g
DVI�HDMI <G<djIg

Â dIg R<hdDIggs PQ ¹Ç�É

«V<gQIh GIdI[GQ[O ][ jPI [kZDIg ]N E]Zd][I[jh [IIGIG ¥¹ÃÁ N]g Z]khI�XIsD]<gG � ¹ÃÁÁ QN Z][Qj]g Qh
<Yh] [IIGIG¦

Ã� RIfkQgIG h]Njq<gI� [Ijq]gXQ[O <EEIhh� <[G <EEIhh j] LSU hIgpIgh
● SjkGI[jh qQYY [IIG j] hQO[ kd qQjP ][YQ[I GIpIY]dZI[j <[G jIhjQ[O I[pQg][ZI[jh� Q[EYkGQ[O Dkj []j

YQZQjIG j] jP]hI YQhjIG DIY]q�
● SjkGI[jh qQYY [IIG <EEIhh j] 9]kTkDI Q[hjgkEjQ][<Y pQGI]h gIYIp<[j j] jPI E]kghI� <h qIYY <h ]jPIg

IGkE<jQ][<Y pQGI] gId]hQj]gQIh�
● TI<EPIgh qQYY [IIG j] DI <DYI j] <EEIhh jPI LSU hIgpIgh khQ[O hIpIg<Y I[jIg[Ij dg]j]E]Yh Q[EYkGQ[O

Dkj []j YQZQjIG j] HTTPS <[G SSH�
● PgQ[EQd<Yh qQYY [IIG j] E]ZZk[QE<jI qQjP jPI GQhjgQEj�h Q[N]gZ<jQ][ jIEP[]Y]Os GId<gjZI[j j]

I[hkgI jP<j jPIgI <gI [] jIEP[]Y]OQE<Y gIhjgQEjQ][h jP<j DY]EX <EEIhh j] jPI LSU hIgpIgh Q[ jPI
Yhk�IGk� E]YYIOI�gI<GQ[Ihh�Yhk�IGk ]g hjIZd<jPq<sh�Yhk�IGk G]Z<Q[h ][ <[s d]gj�

● TI<EPIgh Zkhj hkdIgpQhI hjkGI[j Q[jIg[Ij kh<OI <[G <EjQpQjQIh� TI<EPIgh <gI I[E]kg<OIG j] jI<EP
hjkGI[jh jPIQg GQhjgQEj�h gIhd][hQDYI kh<OI ]N jIEP[]Y]Os d]YQEs� TI<EPIgh <gI I[E]kg<OIG j] OIj
hjkGI[j <[G d<gI[j hQO[<jkgIh ][ < E][jg<Ej ]N IjPQE<Y E]ZdkjIg kh<OI�

● I[ <GGQjQ][ j] jPI hQjIh ZI[jQ][IG <D]pI� hjkGI[jh Z<s [IIG <EEIhh j] <GGQjQ][<Y qIDhQjI�

Ä� RIfkQgIG jI<EPIg E]YY<D]g<jQ][h
TI<EPIgh Z<s E]ZZk[QE<jI qQjP LSU Q[hjgkEj]gh pQ< IZ<QYh� <ddh P]hjIG ][ jPI LSU hIgpIgh� qIDd<OIh
]g ]jPIg ZIjP]Gh <h Q[GQE<jIG Ds jPI LSU Q[hjgkEj]gh� TI<EPIgh qQYY [IIG j] hP<gI h<ZdYI hjkGI[j q]gX
qQjP jPIQg GIhQO[<jIG LSU P<jPq<s P]Q[j�]N�C][j<Ej�

Å� RIfkQgIG <GZQ[Qhjg<jQ][ ]N E]kghI E][jI[j� dgI�d]hj jIhj� <[G gIhI<gEP Q[hjgkZI[jh
AYY gIfkQgIG Z<jIgQ<Yh <[G Q[hjgkZI[jh qQYY DI IQjPIg d]hjIG Q[ jPI LSU hIgpIg ]g jPIQg Y]E<jQ][
<[[]k[EIG pQ< IZ<QY�

È� C]kghI 7]gX
TI<EPIgh Zkhj dgIhI[j jPI E]kghI Z<jIgQ<Y Q[ hIfkI[EI ]g <h <ddg]pIG Ds E]YY<D]g<jQ][ qQjP jPI LSU
P<jPq<s P]Q[j�]N�C][j<Ej� TI<EPIgh <gI IrdIEjIG j] GIYQpIg < ZQ[QZkZ ]N ÉÁÚ ]N jPI E]kghI Z<jIgQ<Y�
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5. Other
As this is a project-based learning class, we strongly suggest that each section of the course be limited
to amaximum of 20 students. The course is dependent on the teacher providing feedback and
reviewing student code. The course requires that teachers have adequate time to interact with each
student.
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